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Lawyer Jefll Kaulfman says most employees are not aware their information is unprotected by law.

EMPLOYEES

PRIVACY NOT
PROTECTED

GAP [N PROVINCIAL LAW

Rights afforded
to clients doesn’t
extend to staft

By TERRENCE BELFORD

When it comes to protecting pri-
vacy of personal information,
employees in most parts of Cang.
dn have been dealt alosing hand.

“There i a huge gap in privacy
protection across Canada today,”
says Mary O'Donoghue, manager
of legal services and senior couns
sel at Ontario’s information and
privacy commissioner. “Employ-
ees most definitely need the same
protection afforded customers
and clients but they just don't
have it”

Only British Columbin, Alberta
and Quebec have passed legisla-
tion that protects personal infor-
mation collected by employers
about the men and women who
work for them,

The federal Personal Informa-
tion and Protection of Electronie
Documents Act (PIPEDA), which
came into foree Jan. 1, 2004, pro-
vides protection for personal in-
formation collected about clients
and customers but not employees
unless they work for sc-called fed-
ernl works; fedemlly resulatedeor-
porations such as airlines, rail-
ways, biunks anc grain elevators.

“It is a very secious problem,”
says Jeff Knufman, a partner at
Fasken Mnartineaun DuMoulin
LLP in Toronto and ¢hair of the
Ontario Bar Association’s privaey
section, “Most employees proba-
bly don’t realize it but they have
almost no specific protection un-
der the law unless they work in
one of three provinees [that have
passed legislation] or for what
are termed federal works.

“If personal infoermation is mis-
useel there Is little recourse except
through existing Criminal Code
und civil statutes. An employee’s
right to privacy of personal infor-
mation simply is not guaranteed.”

The lack of specific legislation
makes proteetion of employee in-
formation 2 grey area under the
law, says David Young, co-chair of
the privacy law group at Lang

Michener LLY in Toronto, Enm-
ployers, except those covercd by
existing fec I

islation, have no obligation to
treat employee personal informi-
tion with the saime care as that of
customers. As a result, ('l!liﬂ(i:\'t"'."‘
could face difficulty launching
suceessful actions against employ-
ers deemed to have misused per-
sonal information.

There are arcas of common law
that may afford protection for
things such a8 negligence, Mr
Young says. However, the onus is
on emplovees 1o prove negligence
before the courts. Unionized em-
plovess may find some protectjon
under the provinelal Labour Rela-
tions Act, Ms. O'Donoghue says,
acding PIPEDA may be interpret-
td to cover areas such as oule
soureing. “If you have third par-
ties doing administration of pay-
rall or emplovee benefits, the pri-
viiey commissioner might inter-
pret that as being covered by
PIPEDA," she says,

To date most of these issues
have nat been tested either in the
courts or before o privacy com-
missioner. As i result, lawyers are
unable to offer clear-cut pdvice.

“Employee information is prol-

‘IF PERSONAL
INFORMATION IS
MISUSED, THERE IS
LITTLE RECOURSE'

ably the most sensitive informa-
tion an organization can possess,”
Mr Young says. "It is much more
sensitive than customer informa-
tion. There are not just saclal in-
surince  numbers, telephone
numbers, home addresses and
pay scales; there may also be bank
accounts and information ahout
character and health issues”

The lack of protection is not for
want of trying, Ms. O'Donoghue
says, noting Omtario’s privacy
commissioner hias  repentedly
citlled for new legislation. *In the
last annual report to the Legisla-
ture we asked for it aguin. We also
want to restore privacy protection
for both provincial and municipal
employees, [which] was removed
under a previeus government”

See PRIVACY on Page WK1
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It is possible past and potential employees actually may have greater protection than those in the workforee today, Jeff Kaufman says.

‘An employee cannot withdraw consent’

PRIVACY

Continued from Page WK1

“In 1996, the government of
the day redrew the Labour Rela-
tions Act and removed privacy
protection. We would like to see
that restored, as well” Ms. O-
Donoghue says.

The intent of PIPEDA was to
provide a safety net for provinces,
that had not passed privacy legis-
lation by the Jan. 1, 2004, dead-
line. Quebec has had provineial
legislation since 1994 and British
Columbia and Alberta met the
deadline for the legislation,

In Ontario, legislation, which

was then in its 36th draft died at
a Dec. 4 cabinet meeting, accord-
ing to insiders. They suggested
the existing Tory government
feared passage might negatively
affect the results of an upcoming
election.

The lack of a statutory obliga-
tion has not stopped some em-
ployers from implementing the
same protection for employees as
that demanded by PIPEDA, says
Terry McQuay, president of
Nymity Inc. of Toronto, which
specializes in training corporate
employees in privacy issues.

“If a corporation operates in
Alberta, B.C. or Quebec, they usu-
ally institute the same protection

in other parts of the country.
They also sometimes do it when
they are implementing protec-
tion for client and customer in-
formation,” he says.

“The staff says, ‘Hey, what
about us? So the organization ex-
tends protection to them.”

Protection under PIPEDA dif-
fers from provincial legislation in
one key area, that of consent, Mr.
McQuay says. While PIPEDA de-
mands informed consent before
organizations can collect person-
al information from customers,
employees are covered by provin-
cial legislation, which does not
required to collect their personal
data. In fact, consent may be con-

stued as part of the conditions of
employment, he says.

“There is often no choice,” he
says. “An employee cannot with-
draw consent without impacting
their employment entitlements if
not their continued employment”.

However, employee consent
may also open the door to other
grey areas, Mr. Kaufman says.
While current employees are not
covered by PIPEDA, he says, per-
sonal information on past and
potential employees may well be.

“That means past and poten-
tial employees have greater pro-
tection than those in the existing
workforce. You can easily see why
there is a desperate need for clar-
ifying legislation and absolute
protection,” Mr, Kaufman says.
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